@ wen  Password Management Utility

“Each support call for forgotten passwords costs $20 on average” (IDC)
“The most common source of security breaches is from persons that know
somebody else’s password” (eWeek)

The Password Management Utility (PMU) allows administrators to centrally manage users passwords, enforces
sophisticated password quality and installs in minutes.
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Password quality is of utmost importance, it is the primary mechanism to restrict browser access to applications.

PMU Benefits

Secure automation and delegation of password management for Domino.
Remote resets of Notes passwords without access to user machine or user intervention.
Allows authenticated users to reset their own passwords (with appropriate management oversight).
Provides sophisticated password quality policies including:
o Complexity rules
o Configurable expirations
o Password suspension
o Exclusion lists
o Re-use rules
e Administrators do not know the user passwords.
o Extensive reporting options and other key audit features.
o Manage different groups of users with different security parameters.

PMU Features
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Installation in minutes

No password ever exposed, PMU resides behind the firewall
LDAP-compliant

Works on all operating systems

100% browser administration (IE 4+ or Netscape 4+)
Optional support for Windows Security
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Password Management Utility

Username Demo User
email Address CermolUser@ad-usa.com
Qld Password I

Mew Password I

Repeat new password I

Change Intormation
Last changed date  03/27/2001 02:22 PM PET
Change Date  04/04/2001 02:02 PM PDT
Last Login  03/27/2001 03:358:49 PM
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by Atlantic Decisions, Inc.

3%-9% of all passwords are “password™

Public Key Infrastructures still depend on passwords to protect physical access to the
private keys. Password quality is of utmost importance to most organizations as it is
the main mechanism to restrict browser access to applications.

5% of all passwords were using their name as a password

About Atlantic Decisions, Inc

Formed in 1995 AD has acquired a wealth of experience in security systems:

Deep understanding of the technologies (encryption algorithms and PKI) but also the human and administrative aspects of security.
Active in various domestic and foreign military engagements with appropriate security clearance.

Responsible for software security implementations in highly secure financial, healthcare and industrial environments.

Involved in the design of security modules used by leading software publishers.

Trusted with highly confidential strategic information by key organizations worldwide.

Passed independent security audits.

Surveys of 36,000 passwords in a financial site and 6,400 passwords in a high-tech company.
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